
Twin4Resilience

Four Frameworks for 
  Local Digital Twins 

Summary
September 2025



Table of contents

TWIN4RESIL IENCE |  FRAMEWORKS SUMMARY |  SEPTEMBER 2025 2

Approach

About Situations

About Critical Questions

Themes per Framework

Next Steps

Annex: Critical Questions

Page 3

Page 4

Page 6

Page 7

Page 8

Page 9



Four  Frameworks  -  on  Ethics ,  Inclusion & Democratisat ion,  Governance,

Education & Training and Technical  Design  –  were  deve loped in  the  f i rs t

phase  of  the  Twin4Res i l ience  pro ject .  These  Frameworks  are  support ing  the

deve lopment  of  8  P i lot  Act ion P lans ,  the  implementat ion of  8  p i lots ,  the

deve lopment  of  Tra in ing  Modules  and overa l l  jo int  learn ing .  The Frameworks

are  not  supposed to  be  prescr ipt ive ,  but  rather  in format ive ,  support ive  and

inspir ing .  

To  ensure  that  the  T4R pro ject  partners  can quick ly  f ind  the  informat ion they

need,  the  Framework ’s  f ind ings  are  presented in  four  Digital  Twin (DT)

‘S ituations ’  (Lab,  Studio,  Arena,  or  Agora )  in  a  maximum of  10 cr it ical

quest ions  per  s ituation .

A  ‘Situation ’  i s  def ined as  a set  of  c ircumstances  in  which one f inds

oneself  with the DT init iat ive,  the state-  of -  affairs ,  the locat ion,  and the

surroundings  of  that  place  [1 ] .  In  each s i tuat ion,  the  most  cr i t i ca l  quest ions

are  l i s ted.  

Partners  K8  and HKU def ined the  Dig i ta l  Twin  S i tuat ions  as  a  base  for  the

tra in ing  modules  to  be  deve loped.  They  are  descr ibed in  deta i l  the  T4R Jo int

Tra in- the- t ra iners  Framework .  On the  next  page,  they  are  descr ibed in  very

short  form to  bet ter  understand the  presentat ion of  the  Frameworks ’

f ind ings .  

Approach
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[1 ]  Partners  have  a lso  referred to  s i tuat ions  as

‘ spaces ’ ,  and as  ‘ innovat ion ecosystems ’  (def ined by

Moore  in  1993 as  ‘ Loose ly  interconnected

organizat ions  that  co-evolve  capabi l i t ies  around a

shared set  of  technolog ies ,  knowledge and/or  sk i l l s

deve loping  new products  and serv ices  together ’ ) .  

We avoid  referr ing  to  ‘ leve ls  of  DT  matur i ty ’  here ,  as

better  understanding  of  ‘matur i ty ’  i s  an  important  part

of  the  outcome of  T4R,  hence not  su i tab le  as  a

structur ing  concept  for  our  f ind ings  yet .



About Situations

DT Lab  i s  the  s i tuat ion of  DT experimentation and

explorat ion  (not  on ly  by  tech people  but  a lso  -  i f  not

espec ia l ly  -  in  terms of  governance,  eth ics ,  inc lus ion,

democrat izat ion ,  and educat ion and t ra in ing) .  I t ’ s  the

place  where  the  v is ion  of  the  Loca l  D ig i ta l  Twin  (LDT)  i s

d iscussed and becomes a l ive ,  f i rs t  wi th in  a  smal l

interna l  group.

DT Studio  i s  the  s i tuat ion where  exper imenters  and

explorers  work  wi th  other  exper imenters  and explorers

of  other  Labs ,  accumulat ing  lessons learned ,

discussing standards  and adopting best  pract ices

f rom other  DT Labs .  I t  i s  the  project  management

phase .  The  in i t ia tors  of  the  LDT gather  a l l  feedback

they  can get  f rom other  c i t ies ,  suppl iers  and other

re levant  part ies .  Wi th  th is  in format ion and v is ion for

the ir  LDT,  the  in i t ia tors  t ry  to  onboard as  many re levant

departments  as  poss ib le  in  the  LDT pro ject  and d iscuss

together  how they  see  the  whole  LDT.
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DT Arena  i s  the  s i tuat ion of  implementation and f ie ld

test ing by professionals  within the organisat ion

host ing  the  d ig i ta l  twin  (po l icymakers ,  urban p lanners ,

lega l  experts ,  e th ics  experts )  to  so lve  rea l -wor ld

chal lenges  through dec is ion-making  in  terr i tor ia l

p lanning .  I t  i s  the  p i lot ing  phase  where  you star t

gather ing  feedback  f rom stakeholders  (c i t i zens ,

externa l  experts ,  e tc . )  on  prototypes  or  Min imum Viab le

Products ,  before  launching  the  intended vers ion of  your

LDT.

DT Agora  i s  the  s i tuat ion of  implementation and

upscal ing  with stakeholders  from outside the

organisat ion  host ing  the  d ig i ta l  twin .  Whereas  the

Arena is  the  s i tuat ion where  a  d ig i ta l  twin  i s  used for

interna l  purposes  ( in  support  of  terr i tor ia l  p lanning

dec is ion making  among profess ionals ) ,  the  Agora  i s  the

s i tuat ion where  publ ic  inst i tut ions ,  NGOs,  companies ,

and ind iv iduals  (c i t i zens)  are  get t ing  invo lved in  the

dec is ion-making .



To ensure the digital twin truly serves its intended purpose, it is important to involve the right
stakeholders early on - already in the earlier situations, not only once you reach the later ones.

For example, if the ambition is to include Agora stakeholders such as citizens, their perspectives should
be taken into account starting from the Lab situation. If, on the other hand, the digital twin is intended

only to support collaboration among city hall professionals, it may be sufficient to consider Arena
stakeholders from the Lab situation onwards.

Each situation has its own stakeholders, but looking ahead and integrating the perspectives of later-
stage stakeholders from the beginning leads to stronger alignment and a digital twin that can deliver on

its promise.
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Anyone embark ing  on an innovat ive  miss ion,  such as  a  d ig i ta l  twin  in i t ia t ive  for  dec is ion

support  in  terr i tor ia l  p lanning ,  wi l l  be  faced wi th  a  mul t i tude of  quest ions .  Those who have

explored further  ahead a l ready  have  d iscovered which  of  those  quest ions  proved to  be

essent ia l  and which  quest ions  proved to  be  t r iv ia l .  We explo i t  th is  power  of  h inds ight  in  each

framework .  The object ive  of  th is  exers ize  in  th is  pro ject  i s  not  to  be  ‘ complete ’  or

‘ comprehens ive ’ .  Instead,  we focus  on ‘ cr i t ical  quest ions ’  per  Framework per  Digital  Twin

situation .  In  do ing  so ,  we a im to  support  a l l  c i t ies  in  avo id ing  the  most  important  p i t fa l l s

and bui ld  on the  most  important  lessons  learned.  In  each DT s i tuat ion,  there  are  cr i t i ca l

quest ions  in  a l l  Framework  domains .  However ,  some Frameworks  may have  a  concentrat ion

of  quest ions  in  one DT s i tuat ion.  For  example ,  e th ica l  quest ions  may be  cr i t i ca l  most ly  in  Lab

and/or  Studio ,  whi le  t ra in ing  quest ions  may be  cr i t i ca l  most ly  in  other  s i tuat ions .

In  the  f rameworks ,  each cr i t i ca l  quest ion is  answered to  he lp  those  making  dec is ions  on DT

development .  Answers  may conta in  best  pract ices  and lessons  learnt  by  pro ject  partners

and/or  organisat ions  outs ide  the  T4R consort ium,  suggest ions ,  resources ,  l inks ,  and some

context .  Even when quest ions  are  not  d i rect ly  re levant  to  an  organisat ion host ing  a  DT,  they

can st i l l  be  va luable  as  they  he lp  to  understand poss ib le  DT s i tuat ions .  To  nav igate  the

cr i t i ca l  quest ions  more  eas i ly ,  partner  DKSR has  labe led a l l  quest ions  wi th  Framework-

spec i f i c  themes that  you wi l l  f ind  on the  next  page.  

In  the  Annex ,  you  wi l l  f ind  a l l  Cr i t i ca l  Quest ions ,  organ ised  by  Framework ,  D ig i ta l  Twin  S i tuat ion

and Theme.  

About 
Critical Questions
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How do I make sure the
different components in my

LDT can actually interact
with each other?

Example from Framework Technical Design, Arena
Situation. theme 
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Governance

Challenges & Vision

Tools

Involvement & Responsibilities

Data Management Strategy

LDT Implementation Goals &

Policy-domain Overarching

Use-cases

Data-driven Policy Making

Financing & Procurement

Mechanisms

Themes per Framework

Technical design

Usability

Service & Support

Security & Data Protection

Interoperability & Reusability

IT-Infrastructure

Data flow, Standards &

Interfaces

Ethics, Inclusion &

Democratisation

Purpose & Value Alignment

Participation & Fairness

Trust & Transparency

Data Ethics

Inclusivity

Education & Training 

Organisational Readiness &

Internal Capacity Building

Learning Infrastructure &

Strategy

Citizen Engagement / Citizen

Co-creation & External

Communication
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T4R Starter Kit
In 2026, we will continue

developing the Frameworks.

Building on feedback from the Pilot

Action Managers, these will be

consolidated into a Joint Starter Kit

for Local and Regional Authorities.

8 Pilot Actions 
Between July and December 2025,

the Pilot Partners will each draft a

Pilot Action Plan for their local use

case, using the four Frameworks as

a foundation. The critical questions

serve as guidance in this process.

The experiences gained during the

development of the Pilot Action

Plans will provide valuable feedback

on the Frameworks.

Implementation of the Pilot Actions

is planned for 2026.

T4R Joint
Handbook
Mid-2027, the T4R Consortium

will deliver the T4R Final Joint

Strategy: the Implementation
Handbook, which is based on

the Four Frameworks, the

experiences from the Pilot

Actions and the completed

Training Scheme. 

Next Steps 
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Critical
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Challenges & Vision What specific challenges do you face when cooperating with colleagues?

Tools What common tools and goals may support integration and joint development?

Data management strategy
How is data managed in a studio situation? Are there any specific management procedures
applied?

Involvement & responsibilities Who is typically responsible, accountable, consulted and informed during a studio situation?

LDT implementation goals & policy-
domain overarching use cases

How to setup Digital Twin initiatives (joint use cases)?
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Theme Questions
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Challenges & Vision

What specific challenges do you want to tackle within your team and how do you decide on the
priorisation?

Tools What specific tools can support your LDT lab experiment?

Data management strategy How is data managed in a lab situation? Are there any specific management procedures applied?

Involvement & responsibilities Who is typically responsible, accountable, consulted and informed during a lab situation?
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Theme Questions
LDT implementation goals & policy-domain
overarching use-cases

What LDT goals do you want to achieve as an internal organisation?

Challenges & Vision What specific organisational challenges will you have to face?

Tools (How) will the LDT-related tools fit into the overall information and digital transformation
strategy?

Data-driven policy making is there an established culture of data-driven decision-making in your organisation?

Data-driven policy making Do you have formally documented procedures for data-driven decision-making in your
organisation installed?

Data-driven policy making Are there rules to follow regarding data-driven decision-making in your organisation?

Data management strategy How is data managed in an organisation-wide arena situation? Are there any specific
management procedures applied?

Financing and procurement mechanisms What financing mechanisms are available, already used and needed to support LDT
development and long-term support?

Financing and procurement mechanisms What (innovative) procurement mechanisms are most suitable for LDT design,
development and sustainable long-term LDT support?

Involvement & responsibilities Who is typically Responsible, Accountable, Consulted and Informed during an Arena
situation?

LDT implementation goals & policy-domain
overarching use-cases

How to organise a sustainable domain-overarching Digital Twin initiative?

11
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Theme Questions

LDT implementation goals &
policy-domain overarching
use-cases

What LDT goals do you want to achieve for external stakeholders?

Challenges & Vision What stakeholder-related societal challenges do you have to tackle?

Data-driven policy making Is there a recognised culture of data-driven decision-making in the LDT ecosystem?

Data-driven policy making Are there established procedures for data-driven decision-making that have been agreed
upon by all stakeholders in the agora?

Data management strategy How is data managed in an organisation-overarching agora situation? Are there any specific
management procedures applied that take external users into account?

Involvement &
responsibilities

Who is typically Responsible, Accountable, Consulted and Informed during a Agora
situation?

12
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Theme Questions
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n Interoperability & Reusability How do we make sure that the LDT system we envision is a fit for the organisation?

Usability How do we create insights that are interpretable and well-balanced?

Interoperability & Reusability How can we create results in the short term, while staying relevant towards the future?

Security & data protection How do we avoid lock-ins?

Interoperability & Reusability How do we make sure our solution is re-usable?

Interoperability & Reusability How do we make sure our solution is interoperable with other organizations?

Data flow, standards & interfaces Which capabilities do we need to find, operate and interrogate our data sources?

Data flow, standards & interfaces Which capabilites do we need to combine, validate and verify our data sources?

Data flow, standards & interfaces Which capabilities do we need to gain insights from our data sources?

Data flow, standards & interfaces Which capabilites do we need to make sure we can trust the insights we get from our data
sources?

Usability How do we communicate our insights to our stakeholders?

Usability How do we manage the complexity of a solution and make sure we can 'mix and match' different
building blocks?
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Theme Questions
Usability How do we make our solution user friendly?

Interoperability & Reusability How do we combine different components that are part of/or contribute to our solution?

Usability What kind of visualization interface do I need to communicate my insights to the users?

IT-Infrastructure What does my data storage landscape look like?

Data flow, standards & interfaces How do I make sure my users can actually find the right data sources, models, dashboards?

IT-Infrastructure How do I make sure the different components in my LDT can actually interact with each other?

Interoperability & Reusability Which systems do I need to have in place to support my data governance processes?

Usability How appropriate are the systems we deploy to the size and goals of our organisation?

Service & Support How do I want my deployments to be rolled out to users?

Interoperability & Reusability What types of technical frameworks do I need to address the training and education requirements?

Service & Support What type of Service Level Agreements (SLA's) do I have to internally and externally?

Security & data protection Do I have the right security frameworks in place?

Service & Support Do I have observability in place to monitor my systems in terms of cost, incidents, performance etc.?

Usability How do I make sure the type of my LDT is aligned with the goals of my organization?

14
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Theme Questions
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Purpose & Value Alignment What is the objective (aim) of your LDT? Which question(s) should be answered by LDT? What will it be
used for?

Participation & Fairness Who is your target audience? Who’ll benefit from it?

Trust & Transparency How can you analyse the positive and negative implications of your LDT in terms of ethics, inclusion, and
democratisation?

Purpose & Value Alignment What are the core values, principles and mission of your organization? Does your LDT adhere to these
values?

Purpose & Value Alignment How can you make your LDT more sustainable?

Data Ethics What data governance best practices, contractual safeguards and regulations need to be complied by for
LDT design and deployment to ensure administrations and citizens protection in a human-centric
purpose?

Inclusivity Have you taken into account the principle of non-discrimination of data (gender and social equity,
minorities, etc.) ?

Inclusivity How can your LDT be designed to be culturally sensitive and relevant?

Inclusivity How can you take social values, human behaviours and soft data such as feelings, opinions and emotions
into account in your LDT project and its data?

15
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Theme Questions

Trust &
Transparency

How to improve trust in LDT?

Participation &
Fairness

How to ensure fair and unbiased decision-making is achieved through
implementation of LDTs for planning use cases?

Participation &
Fairness

How to ensure that as many citizens as possible can consult and/or use an LDT?

Participation &
Fairness

How democratic is the use of AI for your LDT?

Data Ethics How reliable and trustworthy is the use of AI in your LDT project?
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Theme Questions
Trust & Transparency How to foster transparency through your LDT?

Participation & Fairness Who is your target audience for communicating about your LDT project and use case?

Participation & Fairness How will you communicate with your target audience?

Participation & Fairness What kind of communication media should you use to communicate about your LDT?

Participation & Fairness How to communicate the results and outputs from the LDT model?

Participation & Fairness Can people who are/may get affected by your LDT appeal, give feedback or request changes to anyone in
your organisation? If yes, to what extent?

Participation & Fairness When to involve citizens in the process of setting up a LDT to make sure all necessary end user functionalities
are taken into account?

Participation & Fairness How could you reach out to the citizens for your LDT project with minimal resource investment?

Participation & Fairness If a city wants to conduct citizen participation in its LDT project, which profiles should be involved to ensure
the LDT is inclusive and representative of the city’s population?

Participation & Fairness How to engage and make citizens participate to the LDT process/project? How can an LDT be used for citizen
participation? Is it a proper tool for this goal, or are there better alternatives?
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Theme Questions
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Organisational Readiness &
Internal Capacity Building

Did the project team critically review the use case for the LDT and the expectations towards the LDT with all
stakeholders at least twice (necessity, expected impact, availability of required data, amount of resources
needed for implementation, dependency on vendors vs. “build something yourself”...)?

Organisational Readiness &
Internal Capacity Building

What are the skills needed to expand the lab team and reach out across the organisation? How can the
project team inspire and motivate them?

Organisational Readiness &
Internal Capacity Building

Subquestion: a) Who (else) is already working on/with LDTs outside the project team and needs to be brought
in?

Organisational Readiness &
Internal Capacity Building

Subquestion: b) What (additional) technical and non-technical skills do they need to become part of the
process?

Organisational Readiness &
Internal Capacity Building

Subquestion: c) Which of the organization's existing content/work processes/tools can be integrated?

Organisational Readiness &
Internal Capacity Building

Is the project team aware of any perceived barriers that employees in the organization have towards new
technologies (hardware / software)? If so, how can the project team address these through mediation,
workshops, etc.?

Organisational Readiness &
Internal Capacity Building

How can the organization ensure that the skills acquired, and the knowledge gained (e.g. interaction and
collaboration with the LDT) remain in the team, even if individual team members leave the team? How can
the organisation facilitate knowledge transfer from one team member to another?
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Theme Questions
Learning Infrastructure &
Strategy

What resources are available within the entire organization for integrating a wider group of future users into the
LDT process?

Learning Infrastructure &
Strategy

Who is part of the community of learners? Who will be working with the LDT and requires appropriate training? Is
there already a group or are these individuals who still need to be organized into a group/team?

Learning Infrastructure &
Strategy

How can these people be reached for training?

Learning Infrastructure &
Strategy

Is there an existing training program that can be augmented with LDT-specific content?

Learning Infrastructure &
Strategy

How does the organization deal with change - is training part of any overarching strategy or change management
approach?

Citizen engagement / citizen
co-creation & External
Communication

Is societal impact already part of how your organisation defines the LDT’s added value?

Citizen engagement / citizen
co-creation & External
Communication

Do training units exist that help communicate the benefits of LDT for society, or do citizen engagement formats
exist that can be adapted to engage citizens in discussions related to the LDT?

Citizen engagement / citizen
co-creation & External
Communication

Does the organisation have general guidelines on low-threshold / inclusive communication, or staff skilled in this
area, that could offer useful resources in such training for citizen engagement?

19
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